31/07/98
AL3S USER REQUIREMENTS
Page 10/10

Ranking by Users: ESS = Essential; DES = Desirable; No rank = No opinion

S = SCR     T = TCR     O = OPAL     D = DELPHI     A = ALEPH     L = L3

Comment:

User requirements given and discussed in the AL3S meetings up to meeting #6, are marked with abbreviations as defined under #2.
Those given after 9th June, 1998 are marked with the full name.

Abbreviations:

SCR = Safety-Control-Room (TIS/FB); TCR = Technical-Control-Room (ST/MC); MCR = Meyrin-Control-Room (PS-Complex); PCR = Prévessin-Control-Room (SPS/LEP); X = Experiment; XCR = Experiment-Control-Room; SLIMOS = Section-Leader-In-Matters-Of-Safety; GLIMOS = Group-Leader-In-Matters-Of-Safety
AS = Alarm-System; AL3 = Alarm-Level-3; AL3S = Alarm-Level-3-System; AL2 = Alarm-Level-2; CAS = Central-Alarm-Server; IS # = Safety-Instruction # (TIS); AFM = Auxiliary-Fire-Man
UPS = Uninterrupted Power Supply; EPROM = Erasable-Programmable-Read-Only-Memory; ANS = Alarm-Notification-System; GSM = Global-System-Mobile (portable telephone); VESDA = Very Early Smoke Detection Apparatus


Responsibilities
ESS
DES

1. 
 Responsibility for the entire AL3S must be with one single CERN entity (avoid dilution of responsibility)
STDAL
O

2. 
Sensors
OL
D

3. 
Alarm transmission
ODL


4. 
Local and SCR synoptic
L
OD

5. 
Delivery of software and hard-wired signal for X
L
OD

6. 
Maintenance
ODL


7. 
 Responsibility if more than one CERN entity involved; S: why vacillate?



8. 
 Clear definition of responsibility for the entire alarm chain
TODL


9. 
 AL3S Coordinator required
TAL
OD

10. 
 One technical responsible for AL3S per experiment (for both sides X and technical group)
SAL
OD


Sensors and Detectors
ESS
DES

11. 
 Who defines the type of sensors? O: ST, but large experiments need to be consulted for environmental reasons



12. 
 Need uniformity for all experiments
SDL
TOA

13. 
Smoke/fire sensors can be uniform; "VESDA"  is not liked by some specialists, but works really well
DL
O

14. 
Gas leak sensors probably uniform as well
DL
O

15. 
Does CERN need to have a study done for the choice of sensors? O: not necessarily
DL


16. 
Is there enough competence at CERN or do we need to call for the collaboration of outside specialists?

ODL

17. 
Any new type of sensor must be tested for at least one year under realistic conditions before it can be accepted; O: not necessarily
DL


18. 
Intelligent sensors? O: if exists and cost OK

DL

19. 
 X need sensitive detectors for early detection
SO


20. 
 Sniffing tubes "SDN" right inside the detectors
ODL


21. 
 Best/right detector correctly placed
SOL
TD

22. 
Adapted to environment
SOL


23. 
 Gas leak detectors with read-out for drift analysis
TL
XDA

24. 
 Reduce false alarms due to detector drifts
STAL
OD

25. 
Minimum drift; calibration no more than every three months; O: 3-6 months
(even longer; aim for 12 months, ie. at long shut-down)
TL
D

26. 
 Every single detector should create AL3, no combination "2 of 2" which creates delay, decreases sensitivity and degree of safety; (however, some X are happy with "2 of 2"). S: this must be clarified
D
OL


Detection System
ESS
DES

27. 
 Flexibility required
ODAL


28. 
 Nobody will be able to foresee everything at the beginning of LHC; O: true
OD
L

29. 
 Upgrading
TL
D

30. 
Possibility for change to new technology equipment; O: cost
STDL
A

31. 
Possibility for adding new alarms; O: always needed
STODAL


32. 
 Changeable (no EPROM); O: don't understand.
T
DL

33. 
Possibility to change AL3 to AL2 and vice versa; O: not obvious; 
(needs to be better defined; modification in 1d, in 6m?)
TL
D

34. 
 Maintenance
DL


35. 
Possibility for adding/changing actions
ODL
A

36. 
 Additions, relocation
L
D

37. 
 Information on system state required
OD


38. 
 Information on state (fault) for X Slow Controls
L
OD

39. 
Provide all alarm levels, not only AL3; O: all alarm levels should be available but will not necessarily be needed
AL
OD

40. 
 Information on signal level required
T
D

41. 
 Analogue signals for SCR, TCR, XCR to monitor environment (smoke, fire, gas) and evolution
TD
OAL

42. 
Give global picture of alarm situation
ODL


43. 
Can be via fieldbus or by additional outputs; O: yes
L
OD


Alarm System
ESS
DES

44. 
 Independence
S
D

45. 
 Independent from Slow Control System
OA
DL

46. 
 Independent from Data Acquisition System
OAL
D

47. 
 Dedicated server for AL3S
ODL


48. 
 Efficient database to manage AL3
Tyrrell


49. 
 Integrate "FB Intervention Report" with AL3S and DB
Tyrrell / S


50. 
 Reduce False Alarms
TD


51. 
 Reduce false alarms due to inappropriate detector type
STODAL


52. 
 Reduce false alarms due to inappropriate placement of sensor
STOAL
D

53. 
 Reduce false alarms due to drift of sensors
STOAL
D

54. 
Motivated false alarms (smoking) are acceptable; O: yes
O
TDAL


Alarm Transmission System
ESS
DES

55. 
 Consider two separate, totally independent ( hot redundancy) , identical informatic systems instead of a hardware and a software one
Benincasa


56. 
 Fail safe transmission required
STODAL


57. 
 Surveillance of transmission
STOL
D

58. 
Power supply, short-circuit, cable interruption
SOL
D

59. 
 The entire chain and all components must obey "fail-safe"
STXAL
D

60. 
 Thorough testing on site that "fail-safe" is really met
STOAL
D

61. 
 Hard-wired transmission
SDL


62. 
 Need more information via hard-wired channel
L
SD

63. 
Location and type of alarm (currently eight: fire, gas leak, emergency stop, etc)
L
SOD

64. 
 It must be possible to acknowledge or to isolate alarms in order to free the transmission line between local and SCR panel for other alarms
STOAL
D

65. 
 Reliability
SDL


66. 
 Improve reliability of informatic transmission system
SL
ODA

67. 
 Reduce number of false alarms
STDL
O

68. 
 No false alarms caused by informatic system
TDAL
S

69. 
 Provide two-way communication with lifts

O: there is a phone inside each LEP lift. Essential for such deep pits
SOL
TD

70. 
 It is essential that the back-up transmission system should enable the fire brigade to make a response identical to that achievable with the primary system. This means that full alarm level 3 information, which includes exact location of the detector on alarm and its type, must be available through both the primary and back-up transmission routes.
Gilbert



Synoptic of local zone
ESS
DES

71. 
 Useable for SLIMOS
O
DL

72. 
 Location, access and information adapted for use by SLIMOS. Problem for some points, as distance XC - SY 250 m.
OL
D

73. 
High turn around and short training period of SLIMOS. O: CERN will never have enough staff to run professional SLIMOS. Thus we are stuck with the use of many SLIMOS for relatively short periods of duty.

L

74. 
 Provide specific AL3 training for SLIMOS
OL
TD

75. 
 Place local synoptic panel always in SY building; O: I have no opinion on this. A: no, not accessible for SLIMOS, SY locked!; S: give a key for the SY to the SLIMOS
ST
DL

76. 
The type and exact location of each "AL3" for a 'Safety-Zone' shall be displayed at a dedicated 'local-synoptic-panel', situated within the 'Safety Zone' concerned.
Gilbert



Destination of Alarms
ESS
DES

77. 
 First destination of AL3 is SCR; O: best.
STODL


78. 
 TCR (MCR, PCR possibly via TCR?)
TD
L

79. 
 TCR to get all AL3
STOD
L

80. 
 TCR to get all AL1 and AL2 related to AL3S
STDL
O

81. 
 TCR is emergency CR for TIS/FB in case SCR unavailable
STOL
D

82. 
 All XCR for their system and their service environment; O: needed as they are in place
TOAL
D

83. 
Eg. XCR need to know state of electric circuit breakers
OAL
D

84. 
 Inform other interested parties via ANS and GSM; O: needed when no shifts in XCR
O
DL


Alarm Display
ESS
DES

85. 
 Audible Signal
SDL
O

86. 
 Arriving alarms with audible signal; O: L2, L3
TDAL
O

87. 
Operator's choice to enable or to disable
OD
TAL

88. 
Acknowledging alarm should stop audible signal
STAL
OD

89. 
 Visual Signal
SDL


90. 
 Use flashing light to signal new messages; S: flashing text
OXD
L

91. 
Operator's choice to enable or to disable

DAL

92. 
 User-friendly Alarm Display Interface and Messages
STDL


93. 
 Need clear set of definitions linking "detector", "alarm descriptions", "led definitions on local synoptic panel" "alarm general related to local synoptic panel", "data sheets and tests"
Tyrrell


94. 
 Define messages in close collaboration with users (Fire Brigade); A: and GLIMOS
STDL
OA

95. 
Alarm texts for AL3 to be defined by Fire Brigade
SL
TD

96. 
Alarm message should identify "zone"
SODL
T

97. 
Alarm message always to identify exact address (room, gallery, tunnel sector)
SDAL
O

98. 
Unique identification of Red Phone (not line number for cluster of Red Phones)
SL
OD

99. 
 Avoid flood of alarms (use filter for alarm reduction)
TDL
O

100. 
Group AL2s belonging to AL3 sub-systems
TL
ODA

101. 
Always signal new alarm in a group which is already acknowledged
TOL
DA

102. 
Provide access to historic data in grouped alarms
TOL
DA

103. 
 Keep information to what is necessary
TOD


104. 
SLIMOS has many tasks, and is flooded with information, including Slow Controls
DL


105. 
Do not display field without interest for the end-user (SLIMOS) A: who decides?
DL


106. 
There are presently too many "headers" without utility for the user
DL


107. 
 Alarm Messages must be clear and intelligible for the intended user
STODL


108. 
Language of messages (only English, not bilingual)
D
SAL

109. 
Uniform syntax of all messages
TSL
D

110. 
Not enough to suggest uniform syntax, must propose the syntax in agreement with the end-user
Benincasa


111. 
Use "clear full text", not abbreviations
AL
SD

112. 
Create and use standardised glossary (vocabulary)
ST
DL

113. 
Can pictograms be used? O: why not?

DL

114. 
 Modification of data, text and alarm-help data "real-time"
TL
D

115. 
Presently CAS update once per month; change only effective after update

D

116. 
High turnover of XCR operators with short training period

D

117. 
 AL3 to be integrated by X Controls in XCR's AS¸O: but passively
OAL
D

118. 
 Possibility to direct alarms to separate screens
T
ODL

119. 
Alarms from system tests on "test" screen
STA
ODL

120. 
Alarms due to maintenance on "maintenance" screen
STA
ODL

121. 
Good information available in the two transmission systems shall not be degraded to suit an existing reception system. Full AL3S information shall be received in the SCR by either transmission route, as needed by the Fire Brigade for efficient and rapid intervention.
Gilbert


122. 
An overview summary of the 'Safety-Zones' on alarm in the two transmission channels shall be displayed at a dedicated 'central-synoptic-panel' in the alarm-receiving centre. An identical redundant panel shall be installed at the technical monitoring centre. The panels shall be in the form of a map of all CERN sites, accurately to a large scale, with correct juxtaposition, showing all intervening territory, with "North-up" orientation.
Gilbert



Control Rooms SCR and TCR
ESS
DES

123. 
 Synoptic displays
DL


124. 
 Simple access to synoptic displays
STODL


125. 
 Simple navigation through synoptic displays
STODL


126. 
 Improve information on synoptic displays
TL
SD

127. 
Accurate geographical location of all AL3
STODL


128. 
Indication of % smoke obscuration for all underground and surface buildings)
STL
D

129. 
Use 2D as well as 3D plans
S
TDL

130. 
Show location and status of automatic extinguishing systems
SL
TD

131. 
Show location of detection and local synoptic panels
SOL
TD

132. 
 Provide historic data in synoptic (replay)
STO
DL

133. 
 Provide remote actions for AL2 (faults) of AL3S for TCR
T
ODL

134. 
 More facilities in SCR
L
D

135. 
Print of text and graphical display of location; S: text at least
SDL


136. 
Access to video surveillance images; O: when available
SL
OD

137. 
More underground video surveillance
SL
D

138. 
Consider latest development in control room ergonomics
ST
DL

139. 
The back-up system currently operating requires a journey to the local zone synoptic to retrieve the exact address and type of alarm. This is not acceptable in the future. The full AL3 information shall be available on  a dedicated ' back-up human interface' in the SCR.
Gilbert


140. 
1. The AL3 information shall be received in the SCR in three ways : 1)Human computer interface, linked to the primary transmission channel, giving full AL3 information plus all other available information  (graphic displays, smoke concentration, etc.) by navigation. 2) Back-up Human interface, linked to the back-up transmission channel, independent of 1, above, giving full AL3 information of type and exact address of detector head on alarm. 3)Wall display giving overview of safety zones on alarm and possibly faults.
Gilbert



Distribution, Logging and Retrieval of Alarm Data
ESS
DES

141. 
 Data in general



142. 
 A Data-Exchange-Interface must be defined
Tejessy


143. 
 All data should in principle be available
X picks up what is of interest to them
D AL
TOD

144. 
 Data available also for all surrounding services
L
TODA

145. 
 Logging of Alarms
STDA


146. 
 Permit post-mortem analysis of events
TODAL


147. 
 Module for statistical evaluation and graphical representation of alarms 
Jansson


148. 
 XCR must have access to logged alarms
TAL
D

149. 
 X want to log AL3 themselves; Logging of AL3 is part of the task of the X Slow controls; A: but do not rely on X slow Controls for logging
ODA
L


Effects of AL3 on Experiments
ESS
DES

150. 
 AL3 and automatic actions
D


151. 
 A maximum of thought to be given for automatic actions
SODAL


152. 
Relief SLIMOS, reduce human errors
ODL


153. 
Eg. after gas-leak detection: close gas supply valves, shut off HV; A: Delay?
ODL


154. 
 Automatic actions via hard contacts, not software
DL
O

155. 
Use output contact from PLC

DL

156. 
 If we use only informatic systems, the computer(s) check appropriate parameters (procedure to be decided by specialist case by case), in order to decide if it is a false or a true alarm. Following this investigation the computer can decide if the concerned part of the experiment must be switched off or not.
Benincasa


157. 
 Minimise adverse effects of AL3
TAL
OD

158. 
 Minimise down-time after AL3
TDAL
O

159. 
 Provide remote reset of AL3; S: to avoid cutting beam unnecessarily; O: could be useful in certain cases
STAL
D

160. 
As far as Safety Rules permit
STAL
OD

161. 
Availability of more information (analogue values) will help
TL
DA

162. 
 Improve relations between users and service providers
TDAL



Electric Power Supply System
ESS
DES

163. 
 UPS
SDAL


164. 
Number of UPS dispersed around LEP causes concern

DL

165. 
Emergency Stop cuts inlet but not outlet of UPS (?) See also IS 5 & IS 40 O: we have modified all so that local emergency stop cuts both inlet and outlet. Automatic actions just cut input. A: needed as power cut too brutal; means control system on UPS for safe run-down.

D


Installation
ESS
DES

166. 
 Prevent interference
STL
D

167. 
 Installation of cables to prevent interference from lightening
L
TD

168. 
 Prevent other electrical interference
L
TOD

169. 
 Location of detection panel



170. 
 For surface buildings always in SY building; A: NO! No SLIMOS access, SY locked!; : give a key for the SY to the SLIMOS
ST
DL

171. 
 For underground areas at each level served by lift
AL
XTD

172. 
 All detection panels accessible without beam stop
STOAL
D


Testing
ESS
DES

173. 
 Device realistic tests for AL3S
STDL


174. 
 Realistic test for gas-leak and automatic actions
STODL


175. 
 Functional testing = Signal Transmission 
STODAL


176. 
bypass "key" to avoid unwanted strong actions on equipment
TOA
DL

177. 
 Afterwards, make sure bypass "key" is not forgotten
TOAL
D

178. 
use informatics system for that and not humans
OL
D


Operation
ESS
DES

179. 
 Documentation
STD


180. 
 Provide up-to-date simple and clear documentation for TCR operators on site
TODAL


181. 
 Provide all documentation ONLINE
Jansson


182. 
 Provide more and better technical training for TCR operators for better judgement of safety and risk matters
TDL


183. 
 Instructions for AL3
TD


184. 
 Provide instructions for all Control Rooms for procedures and collaboration with Fire Brigade
STOAL
D

185. 
 Train operators and SLIMOS for collaboration with Fire Brigade in emergency situations; O: but difficult if many SLIMOSs.
STAL
OD

186. 
 Provide Training package with documentation and slides for ONLINE TRAINING
Jansson



Maintenance
ESS
DES

187. 
 Maintenance of AL3S for LHC only during limited access
TDL


188. 
 IS 37 using electronic procedure via EDH
Jansson


189. 
 Maintenance must be authorised ahead by GLIMOS
TODAL


190. 
See also new IS 37



191. 
 Inform SLIMOS of any action on the detection system
DA
T

192. 
Before any maintenance work
ODAL


193. 
Before any adjustment
DAL


194. 
By "automatic" signalling of ongoing maintenance
DAL


195. 
Announce also when finished before leaving the area
DAL
O

196. 
Inform if intervention successful; O: if unsuccessful.
ODAL


197. 
 Contract firms have to stick to these rules as well
ODAL


198. 
 Provide mode "maintenance" to inhibit false alarms
STA
D

199. 
 Make "inhibit" signal available for XCR and TCR
TODAL


200. 
"Inhibit" for zone? For central? For detector/sensor?
TL
DL

201. 
Relation of "inhibit" with automatic action? O: should block such actions.
TL
D

202. 
Inhibit AL3 and all AL1 and AL2 send to TCR; O: yes, during maintenance unless testing
T
DL

203. 
Make sure maintenance inhibit is not forgotten once maintenance finished
STODAL



Procedures
ESS
DES

204. 
 Procedures/Rules must be adapted to be in line with evolution of installation, of technology
STOL
D

205. 
 Procedures/Rules/Regulations one collection and also ONLINE
Jansson


206. 
 Clear Instructions of Actions
TDAL


207. 
 Short instruction (one page max)
TOL
DA

208. 
 Clear instructions for actions in case of AL3; (WHO does WHAT)
STODAL


209. 
 Safety instructions say "Wait for FB"; that is not reasonable, SLIMOS and others need to act whilst FB on its way; S: those who act must be trained and equipped
ODA
L

210. 
 Auxiliary Fireman (AFM)
SL
D

211. 
 Does INB require AFM on site? O: LHC one may do. LEP is ambiguous; A: 24h/d, each X, based in XCR
L
D

212. 
 If so, need to be trained and equipped
SOL
D

213. 
 If so, AL3 must be send via ANS to GSM of AFM
OL
D

214. 
 Access forbidden to pit at AL3; A: !! (see line # 211 before "Wait for FB")
D


215. 
 Flashing light after Fire detection to forbid access? A: !
ODL


216. 
 Unclear procedure for SLIMOS and Auxiliary Fireman on what to do; A: !!
DL


217. 
 Evacuation at AL3 "Fire"; presently unclear procedure; O: true; A: !!
OD
L

218. 
 Visitors and AL3



219. 
 To be clarified who is responsible for visitors (not GLIMOS!) that person must be competent and trained; O:this needs to be discussed with LHC experiments on this. LEP is almost sorted out after 10 y of visits.
ODAL


