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Recommendations for the
LHC Safety Alarm System

INTRODUCTION

With his memorandum dated 7 January 1998 the LHC Project Leader R.L. Evans initiated a working group to define the LHC Alarm-of-Level-3 (Safety) system, the
WG-AL3S. Its composition is shown in Annex 1.

The WG-AL3S adopted the present definition of an Alarm-of-Level-3 (AL3) as stated in the CERN TIS Safety Instruction SI 37:

Significance:
Accident or abnormal situation. People's lives are or may be in danger.

Action:

Immediate action by the Fire and Rescue Group.

After a survey of legal and host-state obligations, the WG-AL3S concentrated its work in four main areas:

Experience with the present safety alarm systems installed at CERN, in particular that of LEP

User requirements expressed by control room operators, in particular from the SCR and TCR, and the GLIMOS of the large LEP experiments.

Safety alarm systems in operation elsewhere (visits have been made to Geneva and Paris airports, and to Eurotunnel).

Relevant international and national Standards.

The present recommendations for the LHC machine and experiments stress those points where improvements with respect to the actual situation are most desirable. For other important issues the Standards and References are referred to. The recommendations are structured in distinct chapters:

- In General Recommendations four aspects are addressed particularly to CERN management: responsibility, resources, homogeneity, and the global approach. Three others are intended for those in charge of technical implementation: engineering practises, state-of-the-art technology, and standards.

- Technical Recommendations essentially defines two independent alarm transmission systems. One of them, the Safety-Alarm-Transmission (SAT), shall transmit all safety alarms with highest reliability, the other, the Safety-and-Technical-Data system (STD), shall transmit all safety alarms and all other related technical information with high availability (see Figure 1).

- Recommendations for Further Work, again primarily intended for CERN management, expresses the need for further work to be undertaken, which is considered outside the mandate of the WG-AL3S.

- Standards gives a list of standards with relevance to safety alarm systems.

- References refers to CERN safety documents, but also to two important other documents.
The … Safety Case for Computer Based Systems ... addresses the production process and regulatory issues and has been established by four national agencies, including the French DSIN/IPSN. In the AL3S User Requirements, users express their opinion on present shortcomings and propose improvements for safety alarm procedures and systems. This document is to be used in conjunction with the Technical Recommendations, and those responsible for implementation of the LHC safety alarm system should carefully consider it.

- In Definitions some terms used in the present recommendations are defined.

The WG-AL3S has issued three separate documents, each formulating recommendations to particular points of its mandate:

Recommendations for the Alarm System for LHC Civil Engineering Work Sites
This document is applicable during the CE construction period, probably during the years from 1998 to 2003.

Recommendations for the LHC Safety Alarm System
This is the main document produced by the WG-AL3S. It contains the recommendations for the final LHC machine and experiments, as well as for the whole of CERN, and it is applicable as installations progress, possibly already from 1999.

Recommendations for Transition from the LEP to the LHC Safety Alarm System
This document is applicable during LEP transformation work, probably during the years 2000 and 2001.


Figure 1: Interface Diagram of the LHC Safety Alarm System

GENERAL RECOMMENDATIONS

1. CERN management should designate a unique responsible service for the entire safety alarm system of the LHC machine and experiments. The unique responsibility should include design, implementation, testing, operation, documentation, maintenance and training. This service should work under the general guidance of TIS and in close collaboration with all concerned DSOs and Group Leaders/GLIMOS.

2. CERN management should provide adequate resources, in particular stable human resources, to ensure the high quality work required for analysis, design, implementation, testing, documentation, maintenance and training related to the safety alarm systems.

3. CERN should introduce a unique and homogeneous concept for safety alarm systems, transmissions and displays for all its premises, accelerators and experiments. Identical safety alarm displays everywhere will ease the dialog between the Fire Brigade and other users such as the SLIMOS. The availability of all alarm data (see #16.) will permit its use and display also in different formats (e.g., for experiments).

4. During the process of design and implementation of safety alarm systems the safety-case shall be considered globally. This should include operational and maintenance interdependencies between the safety alarm systems and the accelerator, the experiments, controlled access, radiation safety, etc.

5. Rigorous and methodical engineering practices should be applied to arrive at the required integrity for the safety alarm systems. For all products used in these systems, in particular new technologies for which no relevant CERN experience is available, pilot installations and thorough field evaluations shall be conducted before proceeding to final large-scale implementations.

6. State-of-the-art digital technology, generally accepted at the time when technical choices are made, should be seriously considered for use. Thereafter, priority should be given for uniform products and stable technology avoiding frequent introduction of new technology. Industrial products, approved for the safety-case, should be used for safety alarm systems. CERN specific development should be limited as far as possible; it should concentrate on integration of industrial products.

7. International or European national relevant standards shall be carefully considered for all matters concerning safety alarm systems.

TECHNICAL RECOMMENDATIONS

8. The currently implemented concept, where the CERN premises and its accelerators and experiments are divided into Safety-Zones, shall be continued. Every Safety-Zone shall have a Local-Alarm-Display, situated within the concerned Safety-Zone, indicating the type and location of safety alarms.

9. Two completely independent, diversely redundant, dedicated alarm transmission systems shall be installed. Hereinafter, these two systems are named Safety-Alarm-Transmission system (SAT) and Safety-and-Technical-Data system (STD).

10. SAT and STD shall be designed and installed so as to exclude for the entire length of all transmission paths, as far as possible, any common cause failure. Amongst others, this shall apply in particular to separate routings and to separate power supplies, including the stand-by sources.

11. Alarm systems, and both the  SAT and STD throughout the entire lengths of their transmission paths, shall be permanently and automatically supervised for correct functioning. Any malfunction or unavailability shall be signalled to the technical monitoring centre, as well as to other users as required.

12. The Safety-Alarm-Transmission system (SAT) shall transmit complete Alarm-of-Level-3 (AL3) information. It shall use industrial products approved for the safety-case, capable of transmission of safety alarms to the alarm-receiving centre as needed by the Fire Brigade for efficient and rapid intervention.

13. The safety alarms (AL3), and faults in the transmission channels of the SAT, shall be shown in the alarm-receiving centre on a dedicated Central-Alarm-Display, which consists of a large summary synoptic and screen messages. The synoptic shall clearly indicate the Safety-Zone, and the screen message shall give the complete details of type and exact location of the safety alarm. An identical redundant display shall be installed at the technical monitoring centre.

14. The transmission path for safety actions shall be short, where the equipment most suitable and nearest to the detector communicates directly with that controlling the concerned actuator. This communication may be via a local fieldbus, or via hardwired contacts. In experimental zones the detector shall be capable of providing hardwired signals for use by the experiments.

15. The Safety-and-Technical-Data system (STD) shall carry all detailed information on safety alarms (AL3) as well as all detailed technical alarms and equipment states (AL2, AL1, AL0) related to safety alarm systems (AL3S). The STD shall also carry the data concerning CERN's entire technical infrastructure. This includes services systems such as electricity, cooling, ventilation, air conditioning, etc.
It shall be capable of permanently and reliably ensuring the transmission of safety alarms to the alarm-receiving centre.
It shall furthermore be capable of permanent reliable transmission of alarms, equipment states and process data to and from the technical monitoring centre, and to other users, as needed for efficient surveillance and repair interventions.
The STD shall be independent from the control systems used for the accelerators and the experiments.

16. The STD shall be used for the exchange of all relevant safety and technical data with other control or supervisory systems, such as the accelerator control systems or the experimental slow controls. A reliable technical data server and well-defined interfaces and protocols for controlled data-exchange with those other control systems shall be implemented.

17. A full and comprehensive description of relevant equipment and operational data for the SAT and for the STD shall be provided in a common reference-database.

18. A redundant data logging system, common for SAT and STD, shall be implemented to permit efficient logging, retrieval, treatment and display or export of all data transmitted via the SAT and the STD.

19. Serious efforts should be made during all stages of specification, design, implementation, testing and maintenance of sensors, detectors and transmission systems for safety alarm systems, to avoid false alarms of any level. The same efforts to eliminate false alarms should be applied to all other technical systems. Alarms and alarm systems should behave according to the different states (running, off, shutdown, inert, maintenance, etc) of the equipment of the machine and the experiments.

20. User-friendly alarm displays and synoptic views for safety systems should be provided to the different users. The Fire Brigade and other major end-users should be involved in the definition of structure, syntax and content of alarm messages. Particular attention should be paid to using a well-defined glossary to prevent misunderstandings. Tools should be provided for quasi real-time editing of alarm-related data and messages in order to allow for rapid additions, deletions, corrections and improvements. These tools shall be used by authorised personnel in conjunction with adequate verification and validation procedures.

RECOMMENDATIONS FOR FURTHER WORK

21. CERN management should set-up specific technical working groups to analyse risks, and to define the required sensors, detectors, installations and actions, which are best suited to the expected risks. Two main areas requiring specific technical safety working groups have been identified:
- the LHC experiments with their high density of installed electric power and the presence of large quantities of flammable and liquid inert gases
- the LHC tunnel with its large stored electro-magnetic energy and quantity of helium, and associated risk of asphyxiation.

22. CERN management should ensure that the procedures for safety and rescue interventions are consistent and properly implemented. The procedures must be responsive to the results of risk analysis. In particular, the respective responsibility and the co-ordination of actions in case of emergency interventions between the Fire Brigade, the Auxiliary Firemen, the SLIMOS and others need to be clear. Furthermore, adequate documentation and periodic training corresponding to the defined responsibilities and actions should be provided.

23. CERN management should set-up a specific technical working group with the mandate to define a protocol and data-exchange-mechanism common for all control and monitoring systems of the LHC. The following control-systems could be concerned (list not exhaustive):

· Safety-and-Technical-Data system (STD)

· Electrical SCADA

· Cryogenic SCADA

· Controlled Access

· Accelerator controls

· Experimental slow controls

24. TIS should adapt the CERN Safety Instruction TIS IS 37 Rev.2,
Alarms and Alarm Systems, so that it conforms to the relevant standards and to the present recommendations.

25. CERN management should set-up procedures, with precisely defined responsibilities, whereby proper and full implementation of the present recommendations can be monitored and ensured.

STANDARDS

At the time of editing these recommendations, the Working Group AL3S is aware of several standards related to the subjects dealt with (undoubtedly, there exist more). The recommendations of these standards are relevant at various degrees to the safety alarm systems addressed in the present document. In the following, a selection of those standards most pertaining to alarm systems and to alarm transmission systems is listed. They should be duly considered. The search for existing and emerging relevant standards should be continued.

26.  (pr)EN 50 136: Alarm systems - Alarm transmission systems and equipment

· Part 1-1: General requirements for alarm transmission systems; 7/96

· Part 1-2: Requirements for systems using dedicated alarm paths; 7/96

· Part 2-1: General requirements for alarm transmission equipment; 2/97

· Part 2-2: Requirements for equipment used in systems using dedicated alarm paths; 2/97

· Part 4:

Annunciation equipment; 3/94

This European standard (respectively project) has strong relevance to the AL3S.

It is to be noted the EN standards have the status of a national standard and members are bound to comply with them. France and Switzerland are members.

27. EN 54-1: Fire detection and fire alarm systems

· Part 1:

Introduction; 3/96

· Part 2:

Control and indicating equipment; 12/97

· Part 13: 
System requirements; 11/96

· Part 14: 
Guidelines for planning, design, installation, commissioning, use and maintenance; 11/96

This European standard has strong relevance to the fire detection part of the AL3S. In particular part 14 makes many practical and very useful recommendations. By analogy, several of its recommendations are also applicable to other parts of the AL3S.

28. IEC 839: Alarm systems

· Part 1: General requirements, 

Section One - General; 88, Rev 94

Section Four - Code of practice; 89

· Part 5: Requirements for alarm transmission systems

Section One - General requirements for systems; 91

Section Two - General requirements for equipment: 91

This IEC standard has strong relevance to the AL3S. It is similar, but not identical to the EN 50 136 and both standards should be considered in a complementary way for the AL3S. In particular, the Code of practise of Part 1, Section Four provides rules, which should be known and applied.

29. IEC 61225: Nuclear power plants - Instrumentation and control systems important for safety - Requirements for electrical supplies (03/93)

This IEC standard has relevance to work concerning AL3S. It should be duly considered.

30. ISO 7240: Fire detection and alarm systems

· Part 1: General and definitions; 9/88

31. ISO 8421: Fire protection - Vocabulary

· Part 1: General terms and phenomena of fire; 3/87

· Part 3: Fire detection and alarm; 11/88

32. ISO 11 428: Ergonomics - Visual danger signals
 - General requirements, design, testing; 12/96

These ISO standards contain definitions, terms and give general requirements applicable for the AL3S.

In the following, some relevant European national standards are listed, for which at the time of editing no international equivalent could be found. For some of these European national standards an English version is available.

33. VDI/VDE 2180 Safeguarding of industrial process plants by means of process control engineering

· Blatt 1: Introduction, terms, comments; 1/96

· Blatt 2: Classification of process control systems. Realisation, operation and test of protecting systems (8/96)

· Blatt 3: Building and installation requirements for safeguarding process control equipment under emergency conditions (10/96)

· Blatt 4: Calculating methods for reliability characteristics of safety facilities (9/96)

This VD/VDE standard has some relevance to the work concerning the AL3S. One should be aware of some of its recommendations.

34. VDI/VDE 3541 Interlocking and sequencing systems with agreed safeguarded function

· Blatt 1: Introduction, terms, comments (10/85)

· Blatt 2: Agreement of safeguarded function (10/85)

· Blatt 3: Design and constructional measures (10/85)

· Blatt 4: Measures for operation and service (7/95)

This VD/VDE standard has some relevance to the work concerning the AL3S. One should be aware of some of its recommendations.

35. VDI/VDE 3542 Safety terms for automation systems

· Blatt 1: Qualitative terms and definitions (12/88)

· Blatt 2: Quantitative terms and definitions (12/88)

· Blatt 3: Application hints and examples (9/93)

· Blatt 4: Reliability and safety of complex systems (terms) (7/95)

This VDI/VDE standard has some relevance to the work concerning the AL3S. One should be aware of some of its recommendations.

36. VDI/VDE 3699 Process controls with screens

· Blatt 3: Mimics (Draft 8/97)

· Blatt 4: Curves (8/97)

· Blatt 5: Messages (2/98)

This VDI/VDE standard has strong relevance to the work concerning the AL3S, in particular to the annunciation equipment. Its recommendations should be duly considered.

37. DIN V/VDE 0801 / A1 Principles for computers in safety-related systems

· VDE 0801:
Vornorm (Draft 1/90)

· VDE 0801/A1:
Vornorm Modification (Draft 10/94)

This DIN Draft Standard VDE 0801 and its amendment A1 have strong relevance to the work concerning the AL3S. It addresses in particular the prevention of faults in software design and associated testing issues. Its recommendations should be duly considered.
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38. AL3S USER REQUIREMENTS; AL3S Working Group, dated 31/07/98
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· Safety Code E, Rev: 
Fire protection (1995)
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· Safety Instruction IS 5: 
Emergency stops (1985)
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· Safety Note NS 19:
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DEFINITIONS

Term
Definition
Reference

AL3
Alarm-of-Level-3 (=Safety alarm)
This document

AL3S
Alarm-of-Level-3-System (=Safety alarm system)
This document

Alarm
A warning of the presence of a hazard to life, property or the environment
IEC 839-1-1

Alarm system
An electrical installation designed to detect and signal the presence of an abnormal condition and generate an alarm signal indicating the presence of a hazard
IEC 839-5-1

Alarm transmission system
Equipment and network used to transfer information concerned with the state of … alarm systems to.… alarm receiving centres
IEC 839-5-1

Alarm, false
An alarm signal generated in error, caused by: …, response of an automatic device to conditions other than that which it is designed to detect, malfunction or failure of a component or an operator error
IEC 839-1-1

Alarm-receiving centre
Continuously manned remote centre to which the information concerned with the state of … alarm systems is reported
IEC 839-5-1

Dedicated alarm transmission path
Alarm transmission path which is continually available during the period of protection for the connection of an alarm system to its associated alarm-receiving centre and which does not require switching or setting up prior to the transmission of individual alarm events
IEC 839-5-4

DSO
Divisional Safety Officer
SAPOCO 42

GLIMOS
Group Leader in Matters of Safety
SAPOCO 42

Integrity
A quality of completeness, dependability and freedom from defects
NRC/.../Glossary

Monitoring centre
Manned remote centre in which the status of an alarm transmission system is monitored

NOTE: A monitoring centre may be a separate centre or part of an alarm receiving centre
IEC 839-5-1

Redundancy, diverse
(inhomogeneous)
Redundancy, whereby the redundant transmission channels are constructed differently
VDE/VDI 2180-1

Redundancy, homogeneous
Redundancy, whereby the redundant transmission paths are constructed identically
VDE/VDI 2180-1

Safety-case
The system design has been developed to standards compatible with the safety importance of the application
NRC/.../Glossary

SAT
Safety-Alarm-Transmission system
This document

SCADA
Supervisory Control And Data Acquisition system
Controls use

SCR
Safety Control Room TIS/FB
CERN use

SLIMOS
Shift Leader in Matters of Safety
SAPOCO 42

STD
Safety-and-Technical-Data system
This document

TCR
Technical Control Room ST/MC
CERN use

Transmission path
A communication route used to convey notification information
EN 50136-1-1
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